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Describe the control of fraud in Long-term Insurance 

Introduction 
Welcome to this module.  The typical scope of this module is  
 

 Describe fraud as it occurs in Long-term insurance.  
 Explain legal aspects relating to fraud in Long-term insurance.  
 Describe internal processes around the investigation of fraud in Long-term 

insurance.  
 Analyze trends and the impact of fraud in Long-term insurance.  
 Explain control mechanisms used to contain fraud in Long-term insurance 

 
We will look at parties who could commit fraud including employees, policyholders, 
brokers/intermediaries, fund managers and Trustees. Fraudulent activities are 
identified in claims, reports, phone calls, private investigators, internal and external 
auditors, information received and other documents. We will look at legislation 
governing fraud, including, where applicable: The Law of Evidence; the role of the 
Long-term Ombudsman; the Long-term Insurance Act and LOA codes; the Medical 
Schemes Act; Income Tax Act; Health Professionals` Act; Long-term Insurance Act; 
Pharmacy Act; Law of Contract; Policy Holder Protection and FAIS legislation. The 
impact of fraud on Long-term insurance and the restrictions and policy fees will be 
examined. Measures to control fraud are investigated and could include: Tracking 
names of applicants; public information from the Department of Home Affairs; 
tracking commission history and the S referencing of intermediaries. Insurance 
business includes, but is not limited to: Underwriting; claims assessing; policy 
servicing; pricing and sales. 
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Module 1 

Fraud in Long-term insurance 
 
This Module deals with:  

 The concept of fraud with authentic Long-term insurance examples 
 Areas in the industry where fraud could be committed for Long-term insurance 

and the parties who could be involved in fraud for each possible area 
 Possible indicators of fraudulent activity and further evidence required to 

substantiate fraud in each case 
 A portfolio of evidence of fraud for three case studies involving at least three 

different parties 
 

1.1 The concept of fraud with authentic Long-term insurance examples 
Here are three dictionary definitions of fraud: 
 To be deceitful 
 To fake something 
 To cheat with, or on, something 

 

1.1.1 The legal definition of fraud 
The legal definition of fraud is the following: 
The unlawful and intentional making of a misrepresentation, which causes 
actual prejudice or which is potentially prejudicial to another. 
Only if all four elements of the above definition – unlawful, intentional, 
misrepresentation, and prejudice – are present is the incident called fraud. 
 

 Insurance fraud 
For definition purposes, insurance fraud is classified as either external or internal 
 

 External fraud 
External fraud includes any fraudulent activity committed by applicants for insurance, 
policy holders, third-party claimants, or professionals who provide insurance services 
to claimants.  These fraudulent activities include inflating or "padding" actual claims 
and fraudulent inducements to issue fraudulent policies and/or establish a lower 
premium rate. 
 

 Internal fraud 
Internal fraud refers to fraud within the insurance industry itself.  This activity 
includes bribery of company officials and misrepresentation of facts by insurance 
company officers, directors, employees, agents, and brokers for their personal 
enrichment or to prevent regulators from taking certain actions. 
 

 Why is fraud an issue in long-term insurance? 
Insurance fraud has become one of the most prevalent and costly white-collar 
crimes.  Public concern about the price of insurance and the solvency of the 
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insurance industry has prompted the insurance industry to conduct both internal and 
external reviews of the various insurance cost elements. 
 
The fact is that whenever you have people dealing with money in any way, there is 

always the possibility that those people will, at some point; decide 
that they would like a slice of it.  Since long-term insurance is 
made up of customers paying premiums and claims departments 
paying out huge amounts of money, there is often the temptation 
to get involved in fraudulent activity.  
 
There are different scenarios in which people get involved in 
fraud: 

 People who really need the money for some type of expense that they have 
incurred or who are perhaps behind on home loan repayments and are feeling 
desperate 

 People who are involved in syndicates, going from person to person to find 
someone who is willing to join their scheme and help them out 

 People who are forced to get involved in syndicates due to the fact that they owe 
other creditors money 

 People who think that they deserve the money that they are embezzling 
 

Examples of fraud 
Fraud can occur in various ways.  For example: 
 Customers who attempt to fake their own deaths and get a life cover payout 
 Intermediaries who collect money from clients and do not deposit it into the policy 

for which it was intended 
 Doctors who see patients and then bill them for services or consultations that did 

not take place 
 Employees who attempt to change other customers’ bank details when a claim is 

pending in order for the payout to go elsewhere (usually involved in syndicates) 
 

1.2 Areas in the industry where fraud could be committed for Long-term 
insurance and the parties who could be involved in fraud for each 
possible area 

Where fraud 
could be 
committed 

Parties who 
could be 
involved 

Description 

At point of 
sale of a 
policy 

Intermediaries 
and “pretend 
clients” 

This is done so that the intermediary can sell 
products and earn commission on them:  he 
actually pays for the premiums himself and then 
lapses the contract a few months later when he 
has earned enough commission to recoup his 
losses. 
Most insurers now have a claw back clause in 
their commission structures, which enables them 
to recoup their losses in terms of commission 
lost to lapsed policies (if they are lapsed within a 
certain period of time). 
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Where fraud 
could be 
committed 

Parties who 
could be 
involved 

Description 

During the life 
of the contract 

Fraudsters and 
possibly 
employees 

Addresses are usually changed in the first 
instance so that the fraudulent parties receive 
any correspondence regarding the contract and 
can then get values and other pertinent 
information. 
A few months later, they will change the debit 
order details to their own, sometimes with the 
help of an employee, sometimes not, and pay 
for the contract for a few months.  
Thereafter, they will surrender the contract 
telephonically, and the funds are deposited into 
their account, and all of this is done without the 
knowledge or consent of the owner. 

Death claims Beneficiaries This is the most heinous area of fraud whereby 
the beneficiary realises he is about to inherit a 
large sum of money and puts plans in place to 
have the life assured murdered or involved in an 
accident.  
The beneficiary then receives the proceeds. 

Money 
laundering 

Drug traffickers, 
Organised crime 
syndicates 

This is where a large sum of money is invested 
with an insurance company only to be withdrawn 
again at a later stage when the money has been 
“cleaned”.  
This has largely been taken care of by the 
introduction of the Financial Intelligence Centre 
Act 38 of 2001, but there are still smaller 
syndicates who are 
depositing the smaller 
amounts of money allowed by 
legislation. 

 
Fraud is not always committed in order to gain large sums of money.  There can be 
fraud that is committed that is classed as dishonest behaviour that will ultimately 
save the client money on a monthly basis.  In other words, you could be dishonest 
when furnishing the insurance company with the required information, and this could 
amount to fraud. 
 

1.3 Possible indicators of fraudulent activity and further evidence required 
to substantiate fraud in each case 

This section was discussed in the previous heading 
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1.4 A portfolio of evidence of fraud for three case studies involving at least 
three different parties 

You are required to submit a portfolio of evidence including three case studies.  Here 
is an example of a case study: 
Example Mr Watson purchases an Income Protector policy.  

After 18 months of paying premiums, he lodges a claim 
against the policy, stating that he has been retrenched.  He 
submits a letter from his previous employer on a company 
letterhead confirming his retrenchment details.  
However, there is no company stamp on the letter, and 
some vital information is missing.  As a matter of routine, 
the claims clerk calls the company’s HR department for 
confirmation of the retrenchment and to determine other 
information he requires.  The HR department confirms that 
Mr Watson has, in fact, not been retrenched and advises 
that a batch of letterheads went missing two months prior to 
this letter being received.  
It transpired that Mr and Mrs Watson were sending similar 
letters to any insurance company where they had similar 
types of policies. 
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Module 2 

Legal aspects relating to fraud in Long-term insurance 
 
This Module deals with:  

 Legislation governing fraud as it applies in Long-term insurance 
 The legal recourse available to Long-term insurers in cases of fraud with 

authentic examples of each 
 The consequences of committing insurance fraud for different parties 
 The impact of fraud in relation to the impact that it has on insurance business 

 

2.1 Legislation governing fraud as it applies in Long-term insurance 
Fraud can be committed in various ways.  Therefore, many Acts and Bills 
(legislation) have been developed to aid organisations in this regard. 
 
One single act of fraud may result in many different charges, and the individuals 
involved in fraudulent activity must understand that they will be prosecuted to the full 
extent of the law with every charge possible. 

Prevention of 
Organised 
Crime Act 121 
of 1998 

This Act was introduced  
 to combat crime, money laundering, and criminal gang 

activities; 
 to prohibit possible racketeering activities; 
 to provide for the prohibition of money laundering and for an 

obligation to report certain information; 
 to criminalise certain activities associated with gangs; 
 to provide for the recovery of the proceeds of an unlawful 

activity; 
 for the civil forfeiture of criminal assets that have been used 

to commit an offence or assets that are the proceeds of 
unlawful activity; 

 to provide for the establishment of a Criminal Assets 
Recovery Account; 

 to amend the Drugs and Drug Trafficking Act 140 of 1992; 
 to amend the International Co-operation in Criminal Matters 

Act 75 of 1996; 
 to repeal the Proceeds of Crime Act 76 of 1996; 
 to incorporate the provisions contained in the Proceeds of 

Crime Act; and 
 to provide for matters connected therewith. 

Promotion of 
Access to 
Information 
Act 2 of 2000 

This Act was introduced to give effect to the constitutional right 
of access to any information held by the State and any 
information that is held by another person and that is required 
for the exercise or protection of any rights and to provide for 
matters connected therewith. 

Regulation of 
Interception 
of 

This Act was introduced to 
 regulate the interception of certain communications, the 

monitoring of certain signals and radio frequency spectrums, 
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Communicati
ons and 
Provision of 
Communicati
on-Related 
Information 
Act 70 of 2002  

and the provision of certain communication-related 
information; 

 regulate the making of applications for, and the issuing of, 
directions authorising the interception of communications and 
the provision of communication-related information under 
certain circumstances; 

 regulate the execution of directions and entry warrants by law 
enforcement officers and the assistance to be given by postal 
service providers, telecommunication service providers, and 
decryption key holders in the execution of such directions and 
entry warrants; 

 prohibit the provision of telecommunication services that do 
not have the capability to be intercepted; 

 provide for certain costs to be borne by certain 
telecommunication service providers; 

 provide for the establishment of interception centres, the 
Office for Interception Centres, and the Internet Service 
Providers Assistance Fund; 

 prohibit the manufacturing, assembling, possessing, selling, 
purchasing, or advertising of certain equipment; and 

 create offences and prescribe penalties for such offences, 
and provide for matters connected therewith. 

Corruption 
Act 94 of 1992 

This Act has been repealed and replaced.  It defined corruption 
and created a list of punishable offences.  It also defined the 
difference between passive and active corruption, passive 
corruption being the act of receiving the bribe and active 
corruption being the act of giving the bribe. 

Prevention of 
Corruption 
Bill 

This provides anew for the prevention of corruption and all 
related activities. 

Prevention 
and 
Combating of 
Corrupt 
Activities Bill 

This Bill provides for the strengthening of measures to prevent 
and combat corruption.  
It provides investigative measures and calls for the 
establishment of a register that places restrictions on people 
previously convicted for corruption with regard to tenders and 
contracts. 

Criminal 
Procedures 
Act 51 of 1977 

This Act makes provision for procedures and related matters 
with regard to criminal proceedings. 

Long-Term 
Insurance Act 
52 of 1998 

This Act provides for the registration of long-term insurers, for 
the control of certain activities of long-term insurers and 
intermediaries, and for matters connected therewith.  
This Act is the overriding legislation with regard to long-term 
insurers. 
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2.2 The legal recourse available to Long-term insurers in cases of fraud with 
authentic examples of each 

As mentioned in the paragraph above, one single act of fraud may result in many 
different charges being laid against the person caught.  Due to the fact that there are 
different ways of breaking the law when it comes to fraud, such as money laundering 
or contravening certain Acts, there are two main avenues of legal recourse – the 
criminal route and the common law route. 
 

2.2.1 Criminal route 
The first avenue is the criminal route, which is used when the act is deemed a 
statutory offence.  
 
Once the internal investigation has taken place, the matter is usually handed over to 
the selected authorities for processing.  This could be the South African Police 
Services (SAPS) or an organisation such as the Asset Forfeiture Unit, depending on 
the matter being addressed. 
 
Again, depending on the case, the suspect may be arrested 
immediately and taken to court, and only then is the investigation 
conducted.  Alternatively, the investigation may be completed, and 
only then is the suspect charged. 
 
Although the first option seems like the best option for most 
organisations, it should only be considered if the suspect is a flight 
risk.  It is usually always best to conduct an intensive investigation first 
to establish guilt, rather than to conduct a hasty investigation that usually results in 
the case being withdrawn or the acquittal of the suspect. 
 

2.2.2 Common law route 
The second route would be the common-law route, which is 
where the insurer will attempt to recover its losses using the civil 
courts. 
 
This usually depends on the recovery possibility, in other words, 
how likely it is that the insurer will get its money back if it sues the 
individual who committed the offence.  

 
There are also other ways of recovering the debt, such as signing an 
acknowledgment of debt (a document that the individual would sign that is similar to 
an IOU) or asking for a preservation order (a request to preserve the individual’s 
assets while the investigation is ongoing to ensure that there is money to recover), 
but this is dependent on the merits of each case and the likelihood of the recovery. 
 
There may also be a combination of the two routes; in other words, the individual is 
prosecuted, and the company attempts to recover its losses as well – each case is 
different.  It is also usually the investigator’s role to recommend a course of 
disciplinary action for the individual as well as suggest ways to improve the system 
or process involved in the fraudulent activity. 
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2.3 The consequences of committing insurance fraud for different parties 
Anyone who commits fraud and gets caught is going to be severely punished in one 
form or another.  As discussed previously, fraud can be the “stealing” or “borrowing” 
of money, a dishonest act intended to benefit you in some way, or a 
misrepresentation of some kind.  In all cases, the outcome is usually the same or 
similar. 
 

2.3.1 Fraud involving the employees of an insurance company 
There have been many cases of fraud that involved the employees of an insurance 
company.  They may not have been the masterminds behind the plan, but they have 
knowingly helped, in some way, a person to gain from their scheme.  Employees are 
usually fired from their jobs, and in most cases, they also have to repay whatever 
they have stolen or helped steal.  In extreme cases, depending on the sum of money 
involved, the employees have criminal proceedings lodged against them, and they 
are jailed, as well as having to repay the debt. 
 

2.3.2 Medical fraud 
In the cases of medical fraud, where medical providers are billing medical schemes 
for services that they have not actually rendered, or are over servicing when they do 
actually see patients, these providers have to repay the amounts 
defrauded if found out. 
 
Depending on the seriousness of the activity, they may be stricken 
from the medical register or jailed, but the weakest scenario is that 
they are “flagged” at the relevant medical schemes, and every 
account they submit in the future is checked thoroughly. 
 

2.4 The impact of fraud in relation to the impact that it has on insurance 
business 

2.4.1 What is underwriting? 
In long-term insurance, underwriting is the process whereby risk is assessed to 
determine whether or not to insure a particular person.  This is done by assessing a 
number of different criteria: 
 Age 
 Health 
 Gender 
 Occupation 
 Hobbies 
 Lifestyle 
 

2.4.2 Counter offers 
Occasionally, the underwriters will still accept the risk of a person, but they will 
counter offer the original proposal in the following ways: 
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 They could load the premiums.  In other words, if a healthy person is accepted for 
life cover of R200 000 at R200 per month, the underwriter may accept the 
unhealthier person, but at a rate of R250 per month.  

 The underwriter could accept the risk of the unhealthier person, but counter offer 
his original proposal.  For example, if the person wanted life cover of R200 000 
with an ancillary benefit for disability, the underwriter may offer him an investment 
product instead, as there is less risk on the insurer’s behalf. 

 The underwriter could accept the risk, but exclude a particular condition or body 
part so that if a claim is ever submitted for that particular exclusion, it will not be 
paid. 

 The underwriter could accept the risk, but reinsure the risk (share the risk) with a 
reinsurance company.  The amount that is reinsured will depend on the type of 
reinsurance (facultative or treaty) agreement that the insurer has.  This means 
that if the life assured died, the risk would be shared by two different companies, 
rather than being borne by one company alone. 

 

2.4.3 Statistics 
The underwriters base their decisions on whether or not to insure on previous 
statistics such as morbidity (the rate at which people are disabled) and mortality 
tables (the rate at which people die), which are compiled by actuaries.  
 
Now, if there is continuous fraud in the industry in terms of claims paid out for dread 
disease, disability, death, retrenchments, etc., these statistics will be skewed, and 
any decisions made by the underwriters will be based on this skewed information.  
This is potentially disastrous for all long-term insurers because if they believe that 
people are dying at a faster rate than is actually happening, it means premiums will 
be more expensive and fewer people will be able to afford insurance. 
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Module 3 

Internal processes around the investigation of fraud in Long-term 
insurance 

 
This Module deals with:  

 The internal policy relating to fraud for a particular Long-term insurer 
 The procedure followed if fraud is suspected with reference to a particular 

Long-term insurer 
 The process followed in order to gather evidence and present a case with 

reference to a particular Long-term insurer 
 Tools that are available for information management with reference to a 

particular Long-term insurer 
 The importance of confidentiality in an assessment investigation and the 

possible consequences if there is a breach of confidence 
 

3.1 The internal policy relating to fraud for a particular Long-term insurer 
It is vital in this day and age that every organisation develops a policy relating to the 
reporting and management of fraud.  
 
It is also very important to ensure that all staff is aware of this policy and the 
consequences of non-compliance.  
 
Education is a very easy way of ensuring that all staff is aware of their responsibility 
with regard to this topic.  
 
Each long-term insurer will have its own internal policy.  Below are some guidelines 
of the type of things that must be considered when this policy is designed and put in 
place: 
 

3.1.1 The aim of an internal policy 
The aim of developing and enforcing an internal policy is obviously to place a huge 
emphasis on the company’s commitment to eradicating fraud in the first instance.  
 
An internal policy may also be utilised to lay down guidelines and procedures for 
dealing with a particular type of crime or incident.  
 
Cautionary measures and certain controls may also be placed in an internal policy to 
ensure that all staff is educated on the steps to follow in this instance 
 

3.1.2 Responsibilities of the company 
In each company, there are different people who perform different functions within 
the organisation.  Each role will have its own set of risks relating to fraud, and 
therefore, each person is responsible for different things in the process of rooting out 
and preventing fraud. 
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Example 
If you were a recruitment consultant, it would be your responsibility to ensure 
that no fraudsters were given employment within the company.  
If you were a claims clerk, it would be your responsibility to ensure that the 
correct person was actually paid for the claim. 

 

3.1.3 Factors to consider when designing an internal policy 
Bearing the above in mind, the following must be considered when designing any 
internal policy: 
 Disciplinary processes, employees’ rules, and security of employment policies 

must be established. 
 New products developed must be checked for any loopholes or weaknesses in 

the design or structure. 
 All operational areas must be integrity-checked on a regular basis to ensure that 

there are no weaknesses in any processes. 
 Financial management must, of course, be monitored and checked. 
 A procedure for those employees who wish to report a crime must be in place. 
 Internal audits must be done on a regular basis. 
 Internal system controls must be established. 
 Fraud prevention guidelines and controls must be established. 
 Fraud detection guidelines and controls must be established 
 

3.2 The procedure followed if fraud is suspected (with reference to a 
particular Long-term insurer) 

Fraud is always referred to the investigations department to follow up.  The 
investigators will look at the facts and find evidence to support the suspicion.  They 
do this by conducting interviews, checking the processes followed, talking to people 
telephonically, etc.  
 
As the investigator goes about his investigation, if any potential risks arise, it is his 

duty to deal with these risks as they arise, not simply to leave 
them until the investigation is complete.  For example, if during an 
investigation on a fraudulent claim payment the investigator 
discovers another risk for a different process, then the investigator 
must ensure that he closes that loop as well. 
 
Staff must always know that they can report a crime at any time, 

without fear of recrimination.  They must know the preferred channels of 
communication with regard to this, and these channels must be displayed clearly for 
all to see.  In addition to this, staff must understand that their information will be 
treated with confidentiality and care and that if their information turns out to be false, 
they will simply be deemed conscientious and loyal in their endeavours. 
 
The organisation should always ensure that the most appropriate and best resources 
available are conducting the investigation in order for maximum results to be 
obtained. 
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If a crime has been committed, the investigations department must ultimately report 
the crime to the SAPS.  The timing of this reporting is entirely dependent on the 
organisational policy and the investigations department. 
 
The main focus of most organisations is usually to recover their funds firstly, with a 
secondary focus on having the individual arrested and charged.  
 
Provided that the investigations department is competent and well trained in its 
duties, the need for reporting is not as urgent as it would be for an organisation 
without a competent investigations department.  This is because the investigator 
would know how to preserve the chain of evidence (discussed below) and know 
exactly what evidence to gather. 
 

3.3 The process followed in order to gather evidence and present a case 
(with reference to a particular Long-term insurer) 

Essentially, when gathering evidence, the main focus is to ensure that all the 
elements of the crime are proven, as well as all the elements of fraud:  intent, 
misrepresentation, prejudice, and unlawfulness.  In order to do this in a competent 
and time-effective manner, the following guidelines should be used: 
 

3.3.1 Gathering documentary evidence 
The following steps are noted in White Collar Crime (2003): 
 The investigator must know all the processes involved and the time period he 

has to investigate. 
 All documentary evidence that is involved in the flow of the process must be 

gathered. 
 Only one person must gather the documentary evidence if possible:  this is to 

ensure that the chain of evidence is preserved.  The chain of evidence is 
basically all the people who have had contact with, or been in possession of, a 
particular document.  An affidavit must be completed for each person who has 
contact with the documentary evidence and for each person who handles the 
evidence because it increases the chance of allegations that details have been 
amended on the actual document.  

 The investigator must note all the details of where and when he got the 
documentary evidence, and he must give receipts to the relevant people 
involved (these people must also submit affidavits).  

 All documentary evidence must be copied, and the originals must be kept in a 
safe place; no marks may be made on any original. 

 An index must be made with details for each document that has been gathered.  
 Affidavits are needed for each step of the process as well as for the person who 

is responsible for preparing the document.  This person must be identified as 
well as the author of any signatures and other handwriting on any document.  

 
Gathering computer evidence is a highly specialised activity.  The key elements are 
speed and secrecy, as computer crime evidence can be destroyed very easily.  This 
is why fast and confidential action must be taken (to protect computer related 
evidence from being amended or destroyed). 
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o Gathering computer evidence 

 The first step is to make two copies of all media (this must include the operating 
system, application programmes, as well as the data) and remove the originals 
from the site.  The investigator will also require all activity and access logs 
together with magnetic media records.  These will also be moved off site.  

 In order to permit normal operations to continue, it is normal to 
leave other copies on site.  Care must be taken during this 
activity not to destroy the chain of evidence.  It is also important 
that when the evidence is produced in court, it is in a similar 
condition as it was when discovered.  This will mean careful 
storage in an air-conditioned and controlled environment.  

 During the investigation analysis of the copied media, it should 
be on a system that is the same as the original system.  
Photographs of both installations may be needed in court, and it may also be 
necessary for other impartial experts to swear to the similarities.  

 It is possible that the computer files will be converted into a form that the court 
can understand, but it is vital that no one can argue that the evidence has been 
fabricated or tampered with.  The expert, or experts, will have to swear in court 
how the information was obtained and exactly what steps were taken to obtain 
and preserve it.  Special arrangements have to be made to mark the evidence, 
as the expert could be called upon to state under oath the method by which he is 
able to identify the evidence. 

 
o Gathering evidence through questioning 

Gathering evidence while questioning or interviewing an individual may also be 
done.  Always bear in mind that the questions must not be designed to establish a 
person’s guilt, but rather to establish the truth.  The questions must be aimed at 
gathering information regarding a fact known by the investigator. 
 

 Interviewing guidelines 
The purpose of an interview is to gather information.  Bearing this in mind, the 
investigator must prepare well for the interview.  He must try to learn as much as 
possible about the person being interviewed, as well as what information he wants to 

extract from the person.  The investigator also needs to be 
sure of where the person fits in the context of the crime in 
order to ask the right questions at the right time. 
 
There should always be at least two people conducting the 
interview, as more than this may be perceived as intimidating 
to the suspect.  Affidavits must be obtained from the person 

being interviewed immediately thereafter. 
 

3.3.2 Presenting a case 
Once all the evidence has been gathered, it must be presented as a case.  There are 
different types of documentation that must be submitted.  These types of 
documentation are explained in the table below: 
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Type of document Description 
Docket This is an internal file that must be opened as 

soon as the allegation of a crime is received.  
All information regarding the case is then kept in 
the docket.  
There are many rules regarding what must go in 
the docket and how it must be preserved, but 
this can be obtained from your own forensic 
investigations department if you wish to have 
further details. 

Statements All affidavits must be kept together, and for 
every piece of evidence received, an affidavit 
must be present. 

Exhibits These are all the documentary evidence that a 
crime was committed.  
Again, there are guidelines regarding how the 
documents must be preserved.  
Also ensure that these exhibits are safe 
guarded.  

Diary This is the index of all the affidavits, exhibits, 
and any other correspondence relevant to the 
case.  
It also keeps a summary of the investigation 
done on the case.  
Every incident and occurrence must be noted in 
the diary along with dates, times, and people 
involved. 

Report This is always necessary when a crime has 
been reported.  Several reports need to be 
forwarded to different people, but the contents 
are similar: 
 Introduction  
 Description of offence 
 Description of suspects 
 Names of witnesses who have given 

statements 
 Names of witnesses who still have to give 

statements  
 Civil/departmental action 
 Contact person 
 Copies of all exhibits and evidence 

 

3.4 Tools that are available for information management (with reference to a 
particular Long-term insurer) 

In the context of fraud, information management is the process of utilising 
information that has been obtained in order to possibly develop more control 
measures to prevent fraud.  This means that every time a crime is committed or 
suspicion of a crime is reported, the information must be entered somewhere.  This 



 

Masifunde Training Centre 
www.mtc.co.za  2013-2014 

information is used for statistics purposes to determine any weaknesses in a system 
or process.  The forensic investigator can then make recommendations based on 
this information.  
 
Investigators need to understand the importance of obtaining the correct information 
for information management purposes.  Each and every case must be noted, and 
accurate and full details must be provided for this process to be effective. 
 

3.4.1 Tools available 
Tools available for this process are essentially management information systems or 
case management systems. 
 
These systems are utilised for many purposes, and investigations departments can 
actually be targeted on the amount of fraud they detect per year in order to show 
their worth to the organisation.  
 
In order for these tools to work effectively, accurate information must be input in as 
much detail as possible.  From this information, statistics can be obtained, and this 
will help the forensic investigator to determine trends or patterns within a particular 
department, process, or the organisation as a whole.  These trends are then 
analysed to establish what weaknesses are present and what control measures can 
be put in place to rectify these situations. 
 
Example 
The management information system may show the following: 
 Exactly how many incidents of fraud there were in the claims department over the 

last 12 months  
 That the fraud that has been reported is all related to one particular process in the 

flow of paying out a claim 
 That due to access control on certain parts of the system, only a set number of 

people would have had the ability to perform this type of activity 
 Indications of a loophole in the process of the actual payment into the bank 

accounts 
 

3.4.2 Workflow system 
These tools may also be used as a workflow type of system, whereby all incidents 
are logged on it with comments and relevant details.  As the investigation proceeds, 
the system acts as a diary type of tool to store all necessary notes and information.  
Armed with all of this information, the investigator could make recommendations or 
suggestions regarding the closure of these risks, which ultimately would save the 
organisation money. 
 

3.5 The importance of confidentiality in an assessment investigation and 
the possible consequences if there is a breach of confidence 

The dictionary definition of confidentiality is as follows: 
Spoken or written in confidence, secret – entrusted with a secret. 
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3.5.1 What is an assessment investigation? 
This is the investigation that takes place to establish whether a crime has actually 
been committed.  
 
It is a prerequisite that is conducted prior to the actual “real” investigation. 
 

3.5.2 Importance of confidentiality 
It is vital that confidentiality is maintained during the assessment investigation.  
Obviously, if the suspected criminals get wind of the fact that an investigation is 
being done and there is a possibility of prosecution, they could destroy any 
implicating evidence that could seriously derail the investigation.  
 
There is also the possibility of the investigator doing an assessment 
investigation and the allegation turning out to be false.  If the person 
who has been accused finds out about this, it opens a new world of 
problems in terms of defamation of character, and possible civil 
suits could arise from this. 
 

3.5.3 Reputation 
There is also the reputational risk to the organisation to consider.  This is a very 
important aspect in all investigations, whether assessment or actual. 
 
If an organisation is constantly in the media due to continuing allegations of 
fraudulent activity by employees or clients, it would be seen as weak and 
unorganised and could be hit very badly with customers deserting it due to lack of 
confidence in its abilities. 
 

3.5.4 Breach of contract 
The fact that all insurance policies are governed by a contract means that a breach 
of contract could occur (a violation of the terms of the contract).  The minute there is 
a breach of contract, it means that it is easier for the insurer to sue the insured (if 
they are the ones involved in the crime).  Breach of contract implies that the insurer 
is able to sue for damages as well as recoveries. 
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Module 4 

Trends and the impact of fraud in Long-term insurance 
 
This Module deals with:  

 A case study of a data set and trends in the data to provide a benchmark 
against which to measure suspicious incidences in own work situation 

 Data to establish trends in statistics generated by a Long-term insurer 
 A recommendation for possible corrective measures, based on an identified 

trend or suspicious incident 
 

4.1 A case study of a data set, and trends in the data to provide a benchmark 
against which to measure suspicious incidences in own work situation 

4.1.1 What is a trend? 
A trend is a pattern of behaviour, occurrences, or incidents that has happened over a 
period of time, and there are commonalities in all of the noted incidents.  
 
For example, if the organisation is constantly losing funds when paying out disability 
claims, then this is a trend and is something to be investigated.  If there is constantly 
a problem with a particular broker and how his clients lie on their medical questions, 
this is a trend. 
 

4.1.2 Establishing trends 
Trends are established in conjunction with the use of the management information 
system.  As mentioned previously, if the system is used correctly, it will give all the 
information necessary to determine trends in criminal activities.  Once the relevant 
information has been pulled from the system, the forensic investigator can then 
determine how to measure future suspicious incidents. 
 
In other words, if we use the example of a person calling in trying to get a loan on his 
policy, an organisation could determine a set of criteria that could be used to 
determine possible fraudulent activity.  If a particular incident is analysed using a 
scoring system and relevant pre-established criteria and the score comes out higher 
than the recommended score for that process, then the incident should be 
investigated further. 
 
Example 
If you are attempting to process a telephonic disbursement, the following criteria 
could be measured: 
 Has the owner changed addresses in the last six months? 
 Has the owner changed bank details in the last six months? 
 Is the owner now requesting a disbursement (loan/surrender)? 
 Was a reason for the disbursement established?  
 Was the request received telephonically? 
 Have the original documents been received? 
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 When speaking with the owner, was he unable to provide any relevant 
information needed for the transaction? 

 Did the owner easily provide his ID number and address details?  
 Each possible answer to these questions could carry a particular weighting.  If 

the overall score is more than the recommended score for this process, the 
matter should be investigated further. 

 
Another way of determining a benchmark is to use combinations; for example, if the 
owner answers “Yes” to at least four of the above eight questions, the matter should 
be investigated further. 
 
This means that in all the information that the forensic investigator has obtained from 
the management information system and from the trends that he has picked up, he 
has determined that there is a loophole in the disbursements process.  
 
The above criteria could be used as a measuring tool for people processing future 
disbursements.  Only if the scoring factor is higher than a particular specified amount 
will the matter be looked into further. 
 
This ensures that time is not wasted investigating potential false alarms.  It also 
means that all employees would have an idea of what to look for when dealing with 
fraudulent activity.  
 
Many organisations have this type of system, either manually or system-based.  
Manual criteria are often in the form of business rules for each process performed 
within the organisation, and in many instances, the organisation will insist that all 
criteria are present (or not present, depending on how their system works) in order 
for a process to be allowed. 
 

4.2 Data to establish trends in statistics generated by a Long-term insurer 

4.2.1 Management information systems 
These days, management information systems are a vital tool in the fight against 
fraud, not something that is nice to have if the organisation can afford it.  These 
systems are technologically advanced in that the majority of them are able to 
generate their own trends based on the information captured in the system.  This is 
why it is vital to ensure that all the information captured is accurate, concise, and 
relevant. 
 

4.2.2 Effect of incorrect or inadequate information 
Imagine the amount of money that could be lost if incorrect information was captured 
or not enough information was given, and a forensic investigator obtained statistics 
on incidents of fraud in a particular area or process.  The investigator could then 
recommend changes to a process or system that could potentially cost the company 
thousands of rands to deliver, and it is not even a real risk or threat to the business. 
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4.3 A recommendation for possible corrective measures, based on an 
identified trend or suspicious incident 

Should an investigator determine a particular trend or the management information 
system establish a trend, corrective measures or controls must be put in place to 
ensure that this risk is eliminated or at least reduced. 
 
The investigator needs to look at the root cause of the trend, and this takes its own 
investigation. 
 
The investigator also needs to determine the commonality in the trend; for example, 
if refunds do not seem to be reaching the customer’s bank account on a regular 
basis, this is a trend. 
 
However, the investigator must determine what the common factors are in all the 
incidents; that is, are all of the customers with a particular bank (and this just 
happens to be the same bank the suspect banks with), or are all the requests 
processed on a particular system that has no access control? 
 
Commonalities will help the investigator establish the root cause, and from there, 
possible corrective measures will be suggested, such as ensuring access control is 
enforced on that part of the system or ensuring that original documentation is 
received and signed by the person who processes the transaction. 
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Module 5 

Control mechanisms used to contain fraud in Long-term insurance 
 
This Module deals with:  

 Possible control measures that could be used to manage fraud 
 The risk if a Long-term insurer does not implement adequate control 

measures with reference to the Long-term insurer, providers and 
policyholders 

 

5.1 Possible control measures that could be used to manage fraud 
We will look at possible control measures for the following three different parties: 
 Owner of the contract 
 Insurer 
 Employee 
 
The table below will explain the possible control measures to control fraud, for the 
three different parties: 
Party Explanation:  Control measures to manage fraud 
Owner of the 
contract 

Possible control measures for the owner of the contract 
include the following: 
 The owner of the contract should always ensure that his 

policy details are kept in a safe place, where they are 
not freely available to people. 

 The owner should not divulge too much information 
regarding his insurance status, as this may cause 
undesirable ideas to be formed by undesirable 
characters with whom he may come into contact. 

 The owner should always have his personal details 
available when calling an insurance company to prove 
that he is, indeed, the owner.  

 The owner should not request other individuals to call 
the insurance company on his behalf, as the insurance 
company is not able to divulge any confidential 
information to someone other than the owner or 
intermediary. 

Insurer Possible control measures for the insurer include the 
following: 
 The insurer must ensure that all relevant policies and 

procedures are in place within the organisation. 
 The insurer should ensure that all staff are fully 

educated on these policies and procedures. 
 Provision must be made for employees to approach 

someone other than their immediate supervisor if they 
suspect fraud.  This is because the supervisor may be 
involved in some way and will be tipped off to any 
possible allegations. 
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Party Explanation:  Control measures to manage fraud 
 Insurers can also apply segregation of duties.  This 

means that different steps of the process are performed 
by different people, which ensures that several people 
are involved in the process from start to finish, thereby 
limiting the possibility of fraudulent activity. 

 Password and access control is also a control measure 
that may be utilised.  This is where the insurer allows 
certain people access to certain systems/processes:  
usually, the higher-ranking staff will have the 
responsibility of authorising transactions or requests 
involving large amounts of money. 

 Audit trails are another popular control measure.  This is 
a system or a paper trail that is left behind by any 
particular process and can be backtracked to determine 
what went wrong at any one point and who was 
involved at that stage in the process.  This enables the 
investigator to establish all the parties involved in the 
situation from beginning to end. 

Employee Possible control measures for the employee include the 
following: 
 The employee must ensure that he is knowledgeable 

regarding all business rules that affect his job. 
 The employee must ensure that he actually adheres to 

these rules for all the required processes, as the 
business rules are usually a set of criteria that are 
drawn up to facilitate the customer performing certain 
changes/functions/processes. 

 The employee must ensure that he is aware of the 
procedures to be followed in the instance of fraud being 
suspected.  

 The employee must be aware and alert to discrepancies 
in any information that is conveyed by the customer or 
any other person.  Always remember that instinct is the 
most powerful tool, especially if employees are 
experienced in their jobs. 

 

5.2 The risk if a Long-term insurer does not implement adequate control 
measures with reference to the Long-term insurer, providers and 
policyholders 

5.2.1 Risks to the insurer 
Three risks to the insurer are the following: 
 Huge financial losses are obviously the main concern where fraud is concerned.  

The amount of money stolen as well as the possibility of recovery is of utmost 
importance to them. 
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 Security breaches are a serious concern for all insurers, as security breaches are 
a serious loophole in systems, processes, and sometimes the infrastructure of 
the company.  

 Reputational risk is less of a risk to an extent and obviously not the primary 
concern.  However, reputational risk is becoming more important as 
competitiveness and consumer awareness are becoming more popular.  Most 
customers will not want to do business with a company that does not have good 
control measures.  The customer will always wonder when his own investments 
or monies will be defrauded and whether he will get them back if it does happen. 

 

5.2.2 Risks to the policyholder 
Risks to the policyholder include the following: 
 Information on policies could be given to incorrect parties. 
 Funds could be fraudulently drawn from the policy. 
 There could be changes in vital details, such as beneficiary nominations. 
 

5.2.3 Risks to the provider 
Risks to the provider include the following: 
 Brokers could be doing business with a customer with fraudulent details. 
 Due to ongoing fraudulent activity, the provider could be an unwitting aid in 

insuring a person who is not aware that he is being insured. 
 The provider could be exposed to fake signatories to the contract. 
 Providers are often involved in syndicates whose main aim is to defraud insurers, 

and the brokers are often easy targets as their income is usually commission only 
and they work in much pressurised environments. 
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